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Measuring the performance of forensi@luation methods that compute likelihood ratios

(LRs) is relevant for both the development and the validation of such methods. A framework
of performance characteristics categorized as primary and secondary is introduced in this
study to help achieve shidevelopment and validation. Groutrdth labelled fingerprint data

is used to assess the performance of an example likelihood ratio method in terms of those
performance characteristics. Discrimination, calibration, and especially the coherence of this
LR method are assessed as a function of the quantity and quality of the trace fingerprint
specimen. Assessment of the coherence revealed a weakness of the comparison algorithm in
the computeassisted likelihood ratio method used.
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1 Introduction

Forensic research makes progress in the field of evaluation of forensic findings. An
increasingly adopted approach [1] wuses a |
report forensic evidence in terms of likelihood ratios [1,2]. Compagsisted LR methods
(also referred to simply 4R methodshave been developed to assist the forensic
practitioner in his role of forensic evaluatordB In these methods patterrcognition
algorithms are often used for the feature extraction, the feature comparison, and statistical
models are used for the evaluation of the forensic findings.

In this articlethetermvalidationrefersto a seriesof experimentsandthe application
of asetof performancametricsandvalidationcriteriato demonstratealidity i aLR method
is valid if it is appropriatdor a givenuseaccordingo givencriteria. Thisis differentfrom its
usein [10], wherethetermvalidity wasdefinedasa singlemetricandequatedo accuracy.
The specificperformanceharacteristics performancenetric$ andvalidationcriteria® are
usedto describethe performanceof methodscomputingLRs andto assesshe limits of their
validity whenusedin caseworkThe LR describeghe strengthof the evidenceanddoesnot
imply adecisionby itself. Thereforethevalidationof LRsis notthevalidationof adecision
processhut of adescriptionprocessWe definecoherencesa performanceharacteristic,
understoodisthe ability of a LR methodto performbetterandto maintainlow ratesof
misleadingevidenceasthe quantityandquality of thefeaturesn thetracespecimen
improves.A concreteexampleis providedby studyingandassessinghe coherencef a
forensicfingermarkevaluationrmethod basedon a comparisoralgorithmof an AFIS
(AutomatedFingerprintldentificationSystem) Whenanalysinghe coherencef the method
we hopeto observestrengthof a LR valueincreasingwith theintrinsic quantityandquality
of theinformationpresenin thetracedata(suchasthelengthof a speectragmentor the
numberof minutiaein afingermark).

Forensicservicedeliverymakesprogressn thefield of quality assurancdnitiatives
in the EuropearNetwork of ForensicSciencdnstitutes(ENFSI)focuson bestpractices,

Performance characteristic is the characteristic of LR metiadiss thought to contribute positively

towards the validation of one given method. For instance, LR values should be discriminating in order to be
valid, clearly distinguishing between comparisons under different propositions. In this case, discgminatin
power is a performance characteristic.

Performance metric is the variable whose numeric value measures the performance characteristic. For
instance, the rates of misleading evidence are known to measure discriminating power (among other
properties), ath therefore they can be a performance metric of the discriminating power.

Validation criterion presents a condition related to the performance characteristic that has to be met in order
for the LR method to be valid. For instance, a validation critezégonbe as follows: only methods with

having rates of misleading evidence less than 1% can be considered as valid. Note that several validation
criteria can be applied in order to consider a method valid, not only one.



methodvalidationandserviceaccreditatiorf11]. But becausé.R methoddor forensic
evaluationarestill very new,the questionof their validationhasnot beenaddresseth the
contextof quality assurancget. Currently,performanceharacteristicgperformance
measuresandvalidationcriteriaexistto assessnalyticalforensicmethodq12] andhuman
basednethodwusedfor forensicevaluation13,14]. Theseapproachearehowevemot
suitablefor thevalidationof LR methodsdevelopedor forensicevaluation Sucha validation
requiresspecificperformanceharacteristicgperformancaneasuresndvalidationcriteria
relatedto the natureof the LRs andthe computatiormethodsnvolved.

Studyingthe coherenceontributego describinghe performanceof LR methods
usingdataset$n which somemeasurabl@arameterifluencingthe strengthof theevidence
vary. Thevariationof thelengthof utterancesn forensicautomaticspeakerecognitionand
thevariationof the numberof minutiaein fingermarksareexamplef suchparameters.
Coherencas a highly desirablepropertyof a LR method.In this article,we proposea
frameworkfor the measuremertf performanceharacteristickowardsthe establifmentof
validationprotocolsfor LR methodsn forensicscienceWe particularlyfocusonthe
coherenceperformanceharacteristicillustratingits importancewith anexamplen AFIS-
basedingermarkevidencesvaluation.

Theremainderof this articleis structuredasfollows. The definition of coherencén a
setof performancecharacteristicss presentedn Section2. Section3 introduceghe
experimentaéxamplefor assessmerf the coherencef LRs assignedisingcomputer
assisteanethodsThedifferentdatasetsisedto measurehe performanceharacteristicare
describedn Section4, while therelevanceof the useof the datasetss describedn Section5.
Theperformancemetricsrelatedto the performanceharacteristicsisedareintroducedn
Section6. Resultsin termsof coherencef the LR methodarepresentedn Section?,
followed by generaldiscussiorandconclusionsn Section8.

Throughouthis article we frequentlyusethetermsperformanceharacteristiand
performancemetrics.Thesedefinitionsareoursandthetermsmayhavedifferentmeanings
in otherrelatedworks.

2 Performancecharacteristics

Severaperformanceharacteristichavebeendefinedto assesshe performancef
computerassisted.R methodsdevelopedor forensicevaluationWe proposeo structure
theminto primaryandsecondaryerformanceharacteristicsrimaryperformance
characteristicsglirectly measuralesirablgoropertiesof the LRs. The secondaryerformance
characteristiceneasurdow sensitiveprimaryperformanceharacteristicareto factorslike



the quantityof informationin the dataandto the forensiccaseworlkcircumstancessuchas
degradedjuality, differenttechnicalandtemporalconditionsrelatedfor exampleto the
acquisitionof traceandtest specimenstepresentativeness the data,etc.

2.1 Primary performance characteristics

To assesshe performancef computerassisted.R methodsseveraperformance
characteristichavebeendefinedrecentlyin forensicevaluation15]. A veryimportantoneis
accuracydefinedasthe combinationof discrimination(discriminatingpower)and
calibration[15-17].

Accuracy is definedasthe closenessf agreemenbetweernthedecisioni drivenby alLR
computedoy agivenmethodi andthe groundtruth. With groundtruth we understandhe
propositionthatis actuallytruein agivencase ThelLR is accuratef it helpsto leadto a
decisionthatis correct® In caseof sourceevelinferencethe groundtruth relatesto the
following pair of propositions:

H,: The pair of specimengompareccomefrom the samesource(SS)
Hq: Thepair of specimengompareccomefrom differentsourcegDS)

Groundtruth labelsaredefinedasSS(samesource)whenthe LR wascalculatedor
specimen®riginatingfrom the samesource andasDS (differentsourcewhenthe LR was
calculatedor specimen®riginatingfrom thedifferentsourceslf anexperimentatetof LR
valuesis to be evaluatedandthe correspondinggroundtruth label of eachof the LR values
is known,thenagivenLR valueis evaluatecasmoreaccuratef it supportghetrue (known)
propositionto a higherdegreeandvice versa.

Discrimination (or discriminatingpower)is a propertyof a setof LRsthatallows
distinguishingoetweerthe propositionsnvolved. See[15,16] for details.

Calibration ° is anotherpropertyof a setof LRs. Perfectcalibrationof a setof LRs means
thatthoseLRs canbe probabilisticallyinterpretedasthe evidentialvalueof the comparison
resultfor eitherpropositionin a Bayesiarevaluationframework.Findinga LR = x will bex

In the fingerprint modality the tracusually refers to the fingermark recovered from the crime scene and the

test specimen usually refers to the rolled, inked fingerprint of a suspected individual.

The LR does not imply a decision, but the accuracy measurement is inserted in a-tlesisietcal

process as explained in [15,16]. The accuracy of the LR is defined as a measure of how close one gets to the
true proposition (also dubbed as goodness of the LR
LRO.

The term calibratioiis throughout this article understood as a property of a set of LRs and not as the

activity aimed at improving the LR.



timesmoreprobableunderH, thanunderH, (in otherwords,theLR of theLR is theLR [18],
[19]). Underthoseconditionsthe LR is exactlyasbig or smallasis warrantedoy the data.
Well-calibratedLRs tendto yield strongersupportwith betterdiscriminationof a given
method[15].

2.2 Example factors influencing the primary performance characteristics

Quality " of the datais a measurabl@arametethathasno informationaboutthe proposition,
butimpactsthe performancef thatcomparisonin otherwords,specimen®f high quality to
becomparedn aforensiccaseeadto betterperformancewhile comparisonsvith low
guality sampledeadto worseperformancef aLR method.For examplea quality of the
ridgeflow in afingermark/ fingerprintimage.

Quantity or amountof data,e.g.,thelengthof a speecHragmentthe numberof minutiaein
afingermarketc.

Representativenessf thedatausedto train the LR methodwith respecto thedatausedin
operationatonditions.The smallerthe dataseshift [20] betweerthetwo, themore
representativéhetrainingdatais for thosein operationatonditions®

2.3 Secondaryperformance characteristics

Coherenceis definedasthe ability of the methodto yield LRs with betterperformancevith
anincreaseof the quantityand/orquality of theinformationpresenin the data.

Generalization is definedasthe propertyof a givenmethodto maintainits performance
underdataseshift. LR methodl generalizedetterthanLR method?2 if, undersimilar
conditionsof dataseshift in bothmethodsthe performancef methodl decreasekessthan
the performancef method2.

Robustnesds the ability of the methodto maintainperformancaevhenthe quantityor quality
of thedatadecreased-or instancemethodl is morerobustto datasparsitythanmethod? if,
with decreasinggmountof data,the performancef methodl decreasekessthanthe
performanceof method2.

Quality is not an intrinsic property, but influences the ability of a system to extract features from the
specimens, and to comparedavaluate this information.

A simple definition of dataset shift can be the amount of the difference in descriptive statistics of two
datasets. For instance, the bigger the difference in means in the position of two minutiae datasets, the bigger
their dataset shift. The dataset shift can be also measured with metrics of distance between their probability
distributions, such as the Kullbddkeibler divergence used below.



In the nextsectionwe presentinexperimentaexampleto illustratethe measurement
of coherencediscusghe datasetsisedin the LR methoddevelopmenandthe performance
metricsusedto establishthe coherencef LRs producedoy the method.

3 Measuring coherence:experimental examplewith LRs
inferred from fingermarks

Thecomparisorof the minutiaeof a fingermarkandfingerprintusingan AFIS comparison
algorithmresultsin acomparisorscore.The strengthof evidenceof this scorecanbe
assessenh termsof aLR. Sincethe LR methodin our caseconsistsof modellingthe SSand
DS scoredistributions,it is referredto asa LR modelfrom hereon. A detaileddescriptionof
theLR modelusedi derivedfrom [6] T is beyondthe scopeof this article,sincetheaimis to
presenthevalidationmethodologywith the focuson the analysisof coherence.

Recallthe setof propositiondrom the Section2.1. Withoutlossof generalitywe can
rephraséhemto fit our fingerprintexample:

H,: Thefingermarkandfingerprintcomefrom the samesource(SS)
Hq: Thefingermarkandfingerprintcomefrom differentsourcegDS)

Havingdefinedthe setof propositionswith respecto which the comparisorscoresare
evaluatedyve proceedo build the LR model[6]:

1 Usetheminutiaecomparisoralgorithmto comparehefingermarksof a suspectvith the
fingerprintof a suspecto producea samesourcescoredistribution(SS).

1 Usetheminutiaecomparisoralgorithmto comparehe crime scenefingermarkto the
fingerprintof a suspecto producethe evidencescore(E).

1 Usetheminutiaecomparisoralgorithmto comparehe crime scendingermarkto a
databasef fingerprintsof individualsotherthanthe suspecto producea differentsource
scoredistribution(DS).

1 Modelthe SSandDS scoredistributionsusingprobability densityfunctionsor a
discriminativeapproache.g.,usinglogistic regression17].

1 Computethestrengthof the evidencegivenby the likelihood ratio™;

p(EIH,)
R=—~_ */ (1)
p(E| Hd)
®  While there are several different options to obtain the denominator of the LR tinethis work is
obtained in a similar way as described in [4]

generated items from a relevant databaseo.
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The comparisoralgorithmappliedin this work to generatescoreds a commercialproduct
MotorolaBIS 9.1, usedasa blackbox. The minutiaeextractionandcomparisortechnology
remainsoutsidethe scopeof this work, butwe still presensomeof its functionality. The
algorithmusedis speedoptimisedandoutputscomparisorscoresn threeseparatecore
rangesThecomparisoralgorithmconsidergwo differentcomparisormethodsdependingn
thenumberof minutiaein the mark: onefor 5i 10 minutiaeconfigurationsandanotherone
for configurationsof 11 andmoreminutiae.Within eachof thesetwo methodsthe maximum
scoreis directly proportionalto the numberof featuresn agreementWe getbackto thetwo
methodsof the comparisoralgorithmin Section?.

4 Datasetsused

We havetwo datasetst our disposal First we useatrainingdatasetonsistingof pseudo
fingermarksto obtainthe valuesof the parametersf the model.Secondwve usearelatively
smalldatasetonsistingof forensicfingermarksto determinevalidity of the LR modelfor
forensiccaseworkln thefollowing sectionswve presenthetwo datasetsisedin moredetail.
We justify the dataseshift bothnumericallyusingthe Kullbacki Leiber(KL) divergencea
measureommonlyusedin probabilityandinformationtheory[21], andvisually by
comparingthe histogramsof selectedscoredistributions.

4.1 Forensicdataset

Theforensicdatasetonsistof datafrom realforensiccases58 identifiedfingermarksin 12-
minutiaeconfigurationandtheir correspondindingerprints.The groundtruth labelsof the
datasetindicatingwhethera fingermark/printpair originatesirom the samesources denoted
asii g r otwthly p r o kegausef the natureof the pairingbetweerfingermarksand
fingerprints:theyhavebeenassignedfterexaminatiorby humanexaminerstakinginto
accountnotonly the 12 minutiae,but alsootherminutiae ridge pattern,etc. The minutiae
featurevectors®® of thefingermarkshavebeenmanuallyextractedby examinerswhile the
minutiaefeaturevectorsof thefingerprintshavebeenautomaticallyextractedusinga feature
extractionalgorithmandmanuallycheckedoy examiners.

In orderto obtainmultiple minutiaeconfigurationdor thevalidationof the LR
method the minutiaeextractedrom thefingermarkshavebeenclusterednto configurations
of 5 12 minutiae,accordingo the methoddescribedn [22]. Following the clustering
procedurene obtain481 minutiaeclustersn a 5-minutiaeconfigurationfrom the 58

10 Minutiae feature vectors of a fingermark or fingerprint in our case consist of fegerebsition, and

orientation (parallel to the ridge flow).



fingermarkswith 12 minutiae.For eachclusterin the marks,a samesource(SS)scoreis
obtainedby comparingeachminutiaeclusterfrom afingermarkwith the corresponding
referenceprint. Similarly, a differentsource(DS) scoredistributionis obtainedoy comparing
afingermarkto a subsebf a policefingerprintdatabaseThis datasetonsistsof roughly
eightmillion prints. The higherthe numberof minutiaein eachcluster,the lower the number
of clustersascanbeseenin Tablel. An exampleof aforensicfingermarkis presentedn

Fig. 1.

4.2 Pseudefingermarks dataset

Pseuddingermarkswereobtainedby capturinga videosequencef afinger of aknown
individual movingon a glassplatein differentdirectionsin orderto captureasmuch
distortionaspossible Referenceprint(s) of the samefinger of the sameindividual were
recordedon a 10-print card.This datasetonsistsof 200individuals(100maleand100
female)times10videosequence€l perfinger). The procesf obtainingthe pseudamarks
datasets describedn detailin [22].

Thedatasebf pseuddingermarksconsistsf 25,000fingermarksof known origin,
from which we producethe SSandDS scoredistributions.In this datasethe pseudo
fingermarkswereclusterednto differentminutiaeconfigurationsaccoding to the procedure
describedn [22] anddifferentnumbersof fingermarkspernumberof minutiaewereobtained
asshownin Table2. An exampleof a pseudefingermarkon a forensicbackgrounds
presentedn Fig. 1.

Themainadvantagef usingthe pseudefingermarksovertherealforensiconesis
thatit is relativelyeasyandcostefficientto scaleup the experimentandproducethesen
high quantities.

5 Measuring datasetshift betweenthe datasetsof pseudoand
forensic fingermarks

Sincethetwo datasetgforensicandpseudefingermarks)wereacquiredunderdifferent
conditions,it is appropriatego establishthe degreeof similarity betweerthe distributionsof
thescoregyeneratedby them.We usetheKL (Kullbacki Leiber)divergenceo quantitatively
expresghe shift betweerthe DS scoredistributionsof the two datasets’ We convertthe

1 The feature comparison algorithm outputs the similarity scores in three different mutually exclusive regions

seereference [23lpage 77. The KL di ver greergieo midassthatistraiigp ut ed on
not robust to talk about score distributions with very few occurrences of SS scores in particular regions;
therefore the KL divergence was shown for the DS distribution only where the density of the scores is much
higher.



scoredistributionsinto normalizedhistogramsepresentingelativefrequencieof
observation®f comparisorscoresgn eachof thetwo dataset$ forensic(F) andpseuddS) 1
andcomputetheKL divergenceasfollows:

KL= F() @%2% . )

wheretheindexi in Eq. (2) refersto thei-th bin in the histogram Notethatif thetwo
distributionsF andSareidenticaltheKL divergencas equalto zero,andthemoresimilar
the histogramsaarethe smalleris the divergenceandthe smallerthe dataseshift.

SincetheKL divergencds anon-commutativedistancebetweernthetwo distributions
F andS we proposeo calculatethe distancebetweer andSandSandF. Thefinal,
symmetricKL divergencas representedsthe averageof thosetwo distances:

oo Lo BF() 0 oo o S8
a F()dn 6*a S(i) IHOE@
KL, = ¢S 5 , 3)

whereindexi, asin Eq. (2) refersto i-th bin in the histogram.

TheKL divergenceof thetwo datasetsgalculatedusingEg. (3), is presentedn Table
3. Recallfrom Eq. (2) thatthe moresimilar thetwo scoredistributionsis, the closerto zerois
theresultingKL ., Thehighestdegreeof similarity betweerthe pseudcandtheforensic
datasets foundfor thefingermarksclusteredn 6-minutiaeconfiguration,while the lowest
degreeof similarity is foundfor thefingermarksin 5-minutiaeconfiguration.

For betterunderstandinghe KL divergencethesimilarity of thetwo score
distributionscanalsobevisually assessem Fig. 2, Fig. 3. We comparehe normalized
histogramsof the scoredor the pseudaandthe forensicdatasetspresentingasanexample
theresultsfor the 5-minutiaeconfigurationglowestdegreeof similarity KL s, = 0.033)and
the 6-minutiaeconfigurationghighestdegreeof similarity KL .., = 0.007).Thedifference
betweerthesemostsimilar andleastsimilar scoredistributionsappearsegligiblein Fig. 2
andFig. 3.

Establishinga degreeof similarity betweerthetwo datasetsaiqquiredunderdifferent
conditionsis averyimportantstepin LR methoddevelopmentespeciallywhenusing
probabilitydensityfunctionsto producel Rs. We concludethatthe datasebf pseudo
fingermarkss arepresentativapproximatiorof theforensicdataset.



6 Performance measuresused

In this partwe introducea setof plotsandperformanceneasuresisedto evaluatehe
performancef the modelfor differentminutiaeconfigurationsAlthoughalternative
measuresanbeusedto illustratethe coherencef the LR method we think thatvisual
representationandmeasureproposedaresufficient.

6.1 Detectionerror trade-off (DET) plot and equal error rate (EER)

TheDET plot [24] presentghefalseacceptanceate(FAR) asa functionof thefalse
rejectionrate(FRR). The errorratesareplottedon a Gaussiarwarpedscale.This makesthe
DET curveslinearwhenthelog(LR) valuesarenormallydistributed.The closerthecurveis
to theorigin, the betterthe discriminationof the method.Theintersectiorof aDET curve
with the diagonalof the DET plot marksthe EqualError Rate(EER). The EERIis usedasa
performanceneasuraéo showthe coherenbehaviourof the LR method.Forexamplewhen
comparingforensicfingermarksin differentminutiaeconfigurationghe EER shouldbe
largerfor configurationswith fewerminutiae(seeFig. 4). Evenif aDET plot is meantto
characterizea systemthatmakesdecisionsit is informativeaboutthe coherencef the LR
methodwhenevaluatingdatasetsvith differentquantitiesof information,sincethe
discriminatingpoweris animportantcontributorof LR performancd15,16].

6.2 Tippett plots

Tippettplots[25] arerepresentationsf cumulativedistributionsof LRs. The curvesin it
representhe proportian of comparisonsesultingin alog(LR) greaterthant versusthatvalue
t, wheneitherpropositionH, or Hy is true.In a Tippettplot, theratesof misleadingevidence
for eitherpropositioncanbe observedat theintersectiorof eachof the curvessupporting
eitherthe prosecutioror the defencepropositionandtheverticalline att = 0. Thelog(LR)
valuezerocorrespond$o a LR valueof 1. A LR is misleadingf it is greatethanonethough
Hq is actuallytrue,or lessthanonethoughH, is actuallytrue. Using Tippettplotsit is
relativelyeasyto distinguishthe performancef anLR methodwhenpresentedavith different
guantitiesof evidentialinformation.

Examplesof Tippettplotsareshownin Fig. 5 for the5 and10-minutiae
configurations. Thedecreasén misleadingevidencedueto thefive additionalminutiaecan
clearlybeseen.
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6.3 Empirical crossentropy (ECE) plot and the log likelihood ratio cost
(Cllr)

The Empirical CrossEntropyor ECEplot [15,16]is arepresentatioof the performancend
calibrationof the LR valuesandcomplementstheralreadyestablisheanethodssuchas
thosediscussedbove[16]. TheC,, is a closelyrelatedcostfunctionof thelog(LR) defined
in referencd17]. ECEandC,, arebothlowerwhenthelikelihood ratio bettersupportshe
groundtruth proposition.The differencebetweernthemlies in theinterpretatiorof both
measuresTheC,, is interpretedasanaveragedecisioncostfor all prior probabilitiesin a
givensetof LR values.Ontheotherhand,the ECE hasaninformationtheoretical
interpretatiorasthe amountof informationlackingcomparedo full knowledgeof the
groundtruth, onaveragen agivensetof LR values.TheC,, is anaverageovercostsand
priors,andtherefores not giving the performancédor a givenvalueof the prior, butfor an
averageof all possiblepriors. An ECE-plot showsthe ECEfor a certainrangeof priors[15],
[16]. It canbeeasilyshownthatthe C,, is the ECE at prior log-oddsof O (i.e. aprior
probabilityof 0.5). In this sensethe ECEis amoregeneralandinterpretableperformance
metricthanthe C,, in aforensiccontext,whereno decisionis to be madeby theforensic
examinerandwherethe valueof the prior changewvery muchfrom onecaseto anotherlIt
alsoappearso be moresuitableto showthevalidity of amethodoverarelevantsetof priors
thataregenerallyunknown.On the otherhand,the C,, is asummaryof the ECEin asingle
number,usefulfor comparingandrankingmethods.

We usethe C;, asameasuref accuracyconsistingof two components:
discriminationC/™ andcalibrationC:* [17]. In anECE plot the posteriorprobabilitiesare
computedor eachprior in arangeof <0,1>usingthe LR values.Theresultingvalueof the
ECEis thenrepresentedsa functionof the prior probability. The solid curvein the ECE plot
alsorepresentaccuracythelowerit is, the betterthe accuracyof the method.Thedashed
curverepresentshediscrimination,andis sometimeseferredto asii a ¢ ¢ wafteePcAw 0 ,
becausét is the ECE afterapplyingthe Pool AdjacentViolatorsalgorithm(PAV). It is an
algorithmthatimprovesthe calibrationof a setof LRs while not affectingtheir
discrimination;see[17] for details.Thedifferencebetweerthesetwo curvesrepresents
calibrationlossesthe smallerthedistancethebetterthe LR method'scalibration.

Besidegheinformationtheoreticalaspectthe ECE providestheii r a of g e
app!l i ofgheliRonetidodunderevaluationA LR methodshouldperformbetterthana
referencanethodproducingLR = 1 for thewhole rangeof prior probabilities.In arangeof
prior probabilitieswherethis is notthe case usingthe LR methodwould beworsethannot
usinganymethodatall.
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Fig. 6 presentsanexamplefor the sakeof illustration,showingthe ECE plots of the
LR methodevaluatinghefingermarksn 5-minutiaeconfigurationin two differentsettings:
LRswith lessercalibrationandLRs with bettercalibration(following PAV calibration).
Calibratingthe LR methodnotonly improvesthe accuracyof theLR method(heremeasured
by theC,, andECE), it alsoextendgsheapplicablerangeof this method.The LR methodwith
lessercalibrationpresentan ECElargerthanthatof the referencenethodfor prior log-odds
above0.5,which doesnot happerfor thewell-calibratedLR method.

7 Results

We usethesamel.R methodto producelR valuesfor 5i 12-minutiaeconfiguration
comparisonskor eachforensicn-minutiaeconfigurationdatasethe LR methodis trained
with the correspondingi-minutiaepseuddingermarkdataset.

In orderto establisithe coherencef the LRs, we measurghe primaryperformance
characteristicsaccuracyusingC,, andECE asa measure)discrimination(using C;"" and
@ andthe differencebetweerECE

ECEafterPAV asameasureandcalibration(using C;;
andECE-afterPAV asa measure)Recallthatthe coherencés notaprimarybut asecondary
performanceneasureit describeshevariationof the performancef the LR methodwhen
varyingquality or quantityof theinformation(in our casethe numberof minutiae).
Theperformancesa functionof thenumberof minutiaeis presentedisingECE,
TippettandDET plots.TheC,,, C;"" , andEER aredeterminedor all minutiae

lIr
configurationsandpresentedn Table4.

TheECEplotsin Fig. 7 showa decreasingrend(solid curves) which correspond$o
increasedccuracyanddiscrimination(dashedturves)whenincreasinghe numberof
minutiaefrom 5 to 10. Thevaluesfor theaccuracyanddiscriminationshowthe sametrend
andaresummarizedn Table4. Thesuddenncreaseof theseplotsandvaluesfor the 11-
minutiaeconfigurationsarerelatedto the comparisoralgorithm,which changests method
from 11 minutiaeonwards.

TheTippettplotsin Fig. 8 alsoshowcoherencef the methodwith theincreasing
distancebetweerthe curvesbasedn LRs supportingeitherpropositionasthe numberof
minutiaeincreasesln anideal systemthe ratesof misleadingevidencewould be equalto
zero,andbothcurvesin the Tippettplotswould presenta maximalvertical separationThe
coherences shownin the Tippettplotsif with anincreasinghumberof minutiaea decrease
in theratesof misleadingevidenceandanincreasen the vertical separatiorof the curvesis
observedTherateof misleadingevidencean favourof Hy (RMED [25], [26]) decreaseBom
31%for 5-minutiaeconfigurationgo 3.5%for 12-minutiaeconfigurationswhile therateof
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misleadingevidencen favourof H, (RMEP[25], [26]) decreasefom 1.2%for 5-minutiae
configurationgo 0.06%for 12-minutiaeconfigurationsin the Tippettplotsthelargest
separations shownfor the 10-minutiaeconfigurationanda performancealecreasén
separations observedor 11 and12-minutiaeconfigurations.

TheDET curvesin Fig. 9 capturethediscriminationin alot moredetail,
complementinghe Tippettand ECE plots. Coherenbehaviourof the LR methodusedcanbe
observedn thedecreasingaluesof the EERfor anincreasinghumberof minutiae.The
highestperformancen termsof EERwasachievedor the 9-minutiaeconfigurationdataset
(EER= 1.6%).Thelowestperformancef the LR methodwasobservedor the5-minutiae
configurationdatase{EER = 15.7%).Table4 lists the EER valuesandapartfrom the overall
decreasingrendshowsincreasegor 10 and11 minutiae.Not too muchmeaningcanbe
attachedo this becaus®f the overlapandirregularbehaviourof the DET curvesfor the
highestnumberof minutiae.Thisis mainly becausehe EERIs difficult to computewhenthe
datasesparsityincreases.

8 Discussionand conclusions

Thepurposeof this articleis to introducecoherencesa secondaryperformance
characteristidor LR methodsdevelopedor forensicevaluationandto demonstratés use
with anexperimentabxampleln Section2 we havesplit variousperformanceharacteristics
into primaryandsecondaryneswith examplesf factorsinfluencingthe primary
performancecharacteristicsWe thenfocusedon oneperformancecharacteristien particular
i thecoherencé by giving anexperimentaéxamplefrom the areaof forensicfingerprint
examinationCoherencdasbeendefinedasthe propertyof a givenmethodto performbetter
whenthe quality or quantityof informationincreaseswhich in our experimentaexamplehas
beensimulatedby varyingthe numberof minutiaepresenin fingermarksfrom 5to 12.

Theperformancef the LR methodwasevaluatedisingdifferentperformance
measuregRatesof MisleadingEvidence C,, andEER)andtheir correspondingyraphical
representationsippett, ECE,andDET plots. The LR methodusedshowedcoherent
behaviourperformancencreasedvith the numberof minutiaeincreasingrom 5 to 10. It
alsoshowedsomewhatncoherenbehaviouranda smalldecreasén performancevhen
movingfrom 10to 11 minutiae.

Thisincoherenbehaviourof the comparisoralgorithm'sperformances believedto
be causedy a switchof the methodit useswhenmorethan10 minutiaearemainly dueto
the corecomparisoralgorithmusedby the AFIS technology.The experimentaéxample

13



thereforerevealstheimportanceof coherencen orderto detectpointsof improvemenin
computerassisted.R methods.
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Tables

Minutiae Number of SS comparisons| Number of DS comparisons
5 481 10,283,780

6 432 9,236,160

7 426 9,107,880

8 387 8,274,060

9 342 7,311,960

10 286 6,114,680

11 190 4,062,200

12 58 1,240,040

Table 1 Forensic dataset sizes, for SS and DS scores. Note that the number of SS scores is
thesame as the number of clusters for a given number of minutiae.

Minutiae Number of SS comparisons| Number of DS comparisons
5 16,653 33,306,000
6 25,058 50,116,000
7 24,876 49,752,000
8 25,015 50,030,000
9 25,036 50,072,000
10 24,994 49,988,000
11 24,658 49,316,000
12 24,443 48,886,000

Table2P s e ud o y nigaset sizasrfok SS and DS scores.
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Minutiae KL sym
5 0.034
6 0.007
7 0.011
8 0.019
9 0.013
10 0.010
11 0.014
12 0.011

Table 3KLsymdivergence of the DS comparison scores (simulated and forensic dataset).

Minutiae Accuracy Discrimination | DET-EER | RMEP (%) | RMED (%)
Cir Cip" (%)
5 0.50 0.43 15.69 31.39 1.18
6 0.28 0.26 6.91 19.68 0.89
7 0.16 0.14 3.95 11.74 0.69
8 0.13 0.11 2.42 7.75 0.68
9 0.075 0.063 1.56 3.80 0.63
10 0.074 0.063 2.19 3.86 0.48
11 0.100 0.081 2.73 5.26 0.19
12 0.084 0.057 1.82 3.45 0.06

Table 4 Performance of the LR method for different number of minutiae.
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Figure 4 DET curves showing the performance of the same LR method withedtitfer

guantities of information. The dashed curve shows worse discrimination in the LRs of

comparisons forni nut i ae conygurations, while the so
the LRs of comparisonsfor4@i nut i ae conygur atesaregsenbyltiee e qu.
intersection of the curves with the diagonal of the plot, and are 6.9% and 2.2%, respectively.
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Figure 5 Tippettplots (before calibration) showing the performance of the same LR method
with different quantities of information. For the 10 minutiae the solid curves are furthest
vertically separated they capture more evidential information and present better
discrimination.
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Figure 6 ECE plots for the same LR method (same set of LR values) showing different

calibration performance. The ldfand side plot represents LR values with worse calibration

than the righthand side plot. The lack of calibration is vigih the left plot by the fact that

above priofog(odds) = 0.5 the ECE exceeds that of the reference method which always
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Figure 7 ECE plots for LRs generated for forensic marks withzsmi nut i ae con
Note the different scaling of theaxis in the upper and lower row of plots.
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Figure 9 DET plots for LRs generated for forensic marks withdmi nut i ae conygur
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